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Top 10 Issue Type

# Issue Type Count
1 wfThemeUpgrade 423
2  wiPluginUpgrade 302
3 knownfile 235
4  wfUpgrade 79
5  wiPluginAbandoned 47
6  wiNotinstall g
7  wiPluginRemoved 7
& postBadURL Fi
9 easyPassword 3
10 file 2

Al 4 Top 10 Issue Type
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Top 10 M Danger Issue

# Message Count

1 Your WordPress version is out of date 79

2 Wordfence Security is not install or Connection g
problem

3 The Plugin "MiniMax - Page Layout Builder" has 2

been removed from wardpress.org.

4 File appears to be malicious: wp- 2
contentthemes/sahifa/framework/functions/theme-
functions.php

5 Post contains a suspected malware URL: Suasias 1
fnAi iy 1 - weld

6  Post contains a suspected malware URL: sf@iun 1
Haadasidnlsslvuilaasaisislulssmanin
Wianmdlssmneuaidiay Tassnsusivhuaia

7 The Plugin "Form Manager" has been removed 1
from wordpress.org.
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Top 10 @ Warning Issue

# Message Count

1  The Theme "Twenty Fifteen" needs an 72
upgrade (1.7 -= 1.8).

2  The Theme "Twenty Fourteen” needs 68
an upgrade (1.9 -» 2.0).

3 The Theme "Twenty Thirteen" needs 46
an upgrade (2.1 -> 2.2).

4  The Theme "Twenty Seventeen" 43
needs an upgrade (1.2 -» 1.3).

5  The Theme "Twenty Twelve" needs an 39
upgrade (2.2 -= 2.3).

&  The Theme "Twenty Ten" needs an 30
upgrade (2.2 -> 2.3).

7 The Plugin "Shortcodes Ultimatg" 27
needs an upgrade (4.9.9 -= 4 10.1).

il 6 Top 10 Warning Issue
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Issues

# Server/IP = Site = Danger = Warning

202.29.104.50

1 202.29.104.50 chalyos.rmutp 1 10 >
2 202.29.104.50 competency.rmutp 1 6 +
3 202.29.104.50 decade2.rmutp 1 10 >
4 202.29.104.50 glofin.rmutp 1 4 >
5  202.29.104.50 iconsci.rmutp/5th 1 9 >
6  202.29.104.50 iconsci.rmutp/6th 1 9 S
7 202.29.104.50 iCONSCL.mutp/7th 0 7 >
8  202.29.104.50 iconsci.mutp/8th 0 10 +
9 202.29.104.50 ipv6.rmutp 1 0 >
10 202.29.104.50 irdusT.rmutp 1 7 +
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irdusr.rmutp

Date

3TNT

377

377

377

377

| 3717

77

7

Type
wiThemeUpgrade
wiThemeUpgrade
wiThemeUpgrade
wiThemeUpgrade
wiThemeUpgrade
willpgrade
wiPluginUpgrade

wiPluginUpgrade

Message

The Theme "Twenty Thirteen" needs an upgrade (2.1 -= 2 2).
The Theme "Twenty Twelve" needs an upgrade (2.2 = 2 3).

The Theme "iFeature" needs an upgrade (5.6 -» 5.8).

The Theme "Responsive” needs an upgrade (2.1.1 - 2.7.2).
The Theme "Twenty Fourteen" needs an upgrade (1.9 -» 2.0).
Your WordPress version is out of date

The Flugin "Akismet Anti-Spam" needs an upgrade (3.3 -= 3.3.2).

The Plugin "Wordfence Security” needs an upgrade (6.3.2 -»
6.3.12).
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Top 8 Avg. hits/min - 1P

# P

1 91.200.12.49

2 14254183226

3 103.3.245.72

4 18517317668

5 522521485

6 203.158.234.223

7 16020216341

8 9263.98.76

Full view

Avg Min
261 1
208 73
200 103
192 19
184 a4
149 4
141 77

12 3

2017-04-26 19:50:22 - 2017-07-03 01:13:25

Top 8 Avg. hits/min - site

Max # Site Avg Min Max
585 1 ga.itfd.rmutp 32 1 85
343 2 rd.itfdrmutp 25 1 134
323 3 pa.itfd.rmutp 22 1 84
337 4 cpkclub.itfd rmutp 21 1 118
565 5 rmuip 17 3 37
259 6 mctmutp/mct_annual 16 1 259
175 7 edpex.itid rmutp 15 1 53
166 8  clinictech.itfd.rmutp 15 1 92

Full view
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Top 8 Avg. hits/min - IP

# IP Avyg Min Max

1 912001249 281 1 585
2 14254183226 208 73 343
3 103.3.24572 200 103 323
4 18517317668 192 19 337
5 522521485 184 44 565
6 203.158.234.223 149 4 259
7 160.202.163.41 141 77 175
8 92.63.98.76 112 3 166
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Auasyuuansanani IP iiensiaeusivaziBendiaiulad IP ildinsdidaivledla 7 URL exls & HTTPStatus
gls A9 IN? 11 98LHiuan IP 91.200.12.49 Whieiules ga.hec.rmutp 91 URL

http://www.ga.hec.rmutp.ac.th/wp-login.php wagdl HTTPStatus WU 503 (Server Error)
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http://www.qa.hec.rmutp.ac.th/wp-login.php

91.200.1249 @

# Site Time URL HttpStatusCode
1 ga.hec.rmutp 2017-06-03 19:12:59 http:/iwww.qa.hec.rmutp.ac.th/wp-login.php 503 E
2 gahecrmutp 2017-06-03 191258 http:/iwww. ga_hec. rmutp ac.th/wp-login.php 503 ﬂ
3 ga.hec.rmuip 2017-06-03 19:12:58 http:/iww.qa.hec.rmutp.ac.th/wp-login.php 503 E
4 gahecrmutp 2017-06-03 19:12:57 http:/www.qa_hec.rmutp.ac.thiwp-login.php 503 a
5  gahec.mutp 2017-06-03 19:12:56 http:fiwww.qa.hec.rmutp.ac.th/wp-login.php 503 E
6  gahecrmutp 2017-06-03 191256 http:/iwww. ga_hec. rmutp ac. thiwp-login php 503 ﬂ
7 gahecrmutp 2017-06-03 191255 hitp:/Awwiw. ga.hec.rmutp.ac.thiwp-login.php 503 ﬂ
8  gahec.rmutp 2017-06-03 19:12:54 hittp:/www. ga.hec.rmutp.ac.thiwp-login.php 503 B
9 gahecrmulp 2017-06-03 191253 hitp:#iwww. ga_hec. rmutp ac.thiwp-login.php 503 ﬂ
10 ga.hec.rmutp 2017-06-03 19:12:53 hittp:/fwww. ga.hec.rmutp.ac.thawp-login.php 503 B
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MtunfiinsUaldanu JavaScript viseld § UserAgent ogls uazgnianiulau Wordfence Security saeimsuasyls

From 91.200.12.49

Server 202.29.104 17
Site ga.hec.rmutp
Time 2017-06-03 19:12:59

JavaScript Disable

HttpStatusCode 503

URL http:/fwww.ga.hec.rmutp.ac.th/iwp-login.php
Referer http:/iwww.ga.hec.rmutp.ac.thiwp-login.php

UserAgent Mozilla’4.0 (compatible; MSIE 9.0; Windows NT 6.1; 125LA; NET CLR 2.0.50727. NET CLR 3.0.04506.648; NET
CLR 3.5.21022)

Action blocked: Blocked by Wordfence Security Network
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Top 8 Avg. hits/min - site

= Site Avyg Min Max
1 ga.itfd.rmutp 32 1 85
2 rd.itfd.rmutp 25 1 134
3 pd.itfd.rmutp 22 1 54
4 cpkclub.itfd. rmutp 21 1 118
5 rmutp 17 3 37
6 mctrmutp/mct_annual 16 1 259
7 edpex.itfid.rmutp 15 1 53
8 clinictech.itid rmutp 15 1 92
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ga.itfd.rmutp

# IP

1 180.76.15.18

2 158.108.32.60
3 156.108.32.60
4 142,54 183.226
5 142.54.183.226
6 157.65.39.165
7 141.6.142.129
8 141.6.142.129
8 4077167111

10 158.108.32.60

dlonAdnUuniuveefasnunti eI uands LB eavianuafsn g 15 3

¥
¥ a

Time

2017-06-08 16:32:01

2017-06-08 12:15:47

2017-06-08 12:15:48

2017-06-08 02:17:36

2017-06-08 02:17:34

2017-06-08 01:47:02

2017-06-08 00:25:24

2017-06-08 00:25:20

2017-06-07 13:25:16

2017-06-07 12:13:12

2f 14 579015 1P Adundadulas

URL

hittp://www.qa.itfd. rmutp.ac.th/

http:/www.ga.itfd. rmutp.ac.th/wp-login.php

hittpr/iwww ga itfd rmutp ac.th/
httpr/fwww ga_itfd_rmutp ac th/
httpr/fwww qa itfd rmutp ac th/
hittpr/Awww ga itfd rmutp ac th/
hitpr/iga.itfd Fmutp ac.th/

hittpr/iwww qa itfd rmutp ac th/

hittpr/iwww qa itfd rmutp ac th/

http/www ga itfd rmutp.ac th/wp-login. php
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HttpStatusCode

200
200
200
200
200
200
200
200
200

200
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From ga.itfd.rmutp

P
Time
Javascript
HitpStatusCode
URL

Referer
UserAgent

Action

180.76.15.18

2017-06-06 16:32:01

Disable

200

http://www.ga.itfd.rmutp.ac.th/

Mogzilla/5.0 (compatible; Baiduspider/2.0; +http:/'www.baidu.com/search/spider.html)
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SUEJE;IJaﬂ'ﬁL‘U’]EjiS‘U‘ULUU?WEN’]UJWWTJNV]LL?{@QIU 3 lqlll@ﬂ‘lji%ﬂa‘U@l'lEJ P WL%W@ﬁ%UUVLJJﬁWLi"\]iﬂﬂV]Ejﬂ Username
A v 1o & d' < sal I 1o & a v @ o -
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¥ WebMon RMUTP # Das = & Logins
All Logins (4,830) mwi sword Ml WrongUsemame B Success 2017-04-24 20:40:28 - 2017-07-03 01:09:51
1,459 174

Top 8 Fail - LoginIP Top 8 Fail - Username Top 8 Fail - Site

# LoginIP WrongPwd WrongUser #  Username WrongPwd WrongUser # site WrongPwd WrongUser

1 85106119142 19 1] 1 admin 1,336 1,398 1 audit offpre.rmutp 187 22

2 115.159.99.54 19 1] 2 ibest 95 ] 2  ppd.offpre.rmutp 176 23

3 12027351 17 o 3 jmt_2014 85 0 3 inter.offpre rmutp 149 18

4 2607:1298:0006:a07. 12 o 4 admin_arch 3 a 4 procurement.rmutp 123 12

5 88.227.109.112 " 8 5 thaninthum.s 2 ] 5 antrmutp 108 66

6 2607:1298:0005:104. 10 0 6 fs_admin 2 1] 6 regis.rmuip 103 73

7 2607:1298:0005:115 ] 1] 7 teeranai 2 0 7 competency.rmutp 101 93

8 26071298:0006:a01 9 o 8 eng_eerg 2 0 8 info.antmutp 91 68

Full view Full view Full view
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muuwzdudunsdigssuuianun 4,830 33 lnaidunisidngssuuil Password A 1,459 A33 M3dngszuui
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All Logins (4,830) @ wrongPassword M WrongUsemname Ml Success 2017-04-24 20:40:28 - 2017-07-03 01:09:
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Top 8 Fail - LoginlP

# LoginlP WrongPwd WrongUser -
1 82106119142 19 O
2 1151599954 19 0
3 120273511 17 0
4 2607:1298:0006:a07... 12 0
5 88227 109112 1 (2
6 2607:1298:0005:104. .. 10 0
7 2607:1298:0005:115... 9 0
8 2607:1298:0006:a01... g 0

il 18 5183 IP Adgszuuliidnsa

dleadiniden IP IFeIN13nsIadeUMInIng 19 i IP 88.227.109.112 vinsidhdssuulagld Username %o

Admin wag root MIules info.aritrmutp laeuualu Password fim 11 A3 Lag Username A 8 ASa

88.227.109.112 ¢

#  Username : Site - WrongPwd WrongUser Success
1 admin info.arit.rmutp 11 0 0
2 root info.arit. rmutp 0 8 0

awii 19 1P Idendndszuulagld Username Tadiivlaslndig



Tuyuues Username fanmidl 20 ae4iuindl Username admin fiindszuulaeil Password Aadudiuauunnia 1,336

ATY HAUAaINIAAANT Username ilogseasiBuniituiisl

Top 8 Fail - Username

= Username WrongPwd WrongUser
1 admin 1,336 1,398
2 ibest 95 0

3 jmt_2014 5 0

4 admin_arch 3 1]

5 thaninthurmn.s 2 0

6 fs_admin 2 0

7 teeranai 2 0]

& eng_eerg 2 0

A 20 57815 Username fidgszuuliidnisa

dlaadnidan Username N1909n150539a@0uUsianIndg 21 224iu3n Username admin

nsdngsyuulidusaivaneivledanae IP



admin

# Site - LoginIP = WrongPwd + WrongUser
1 arit.rmutp 85.106.119.142 19 0
2 info.arit.rmutp 115.159.99.54 19 0
3  regis.rmutp 120.27.35.11 17 0
4 info.arit.rmutp 88.227.109.112 11 0
5  audit.offpre.mutp 2607:f298:0005:104b:0000:0000:035¢e:4b1b 10 0
6  audit.offpre.rmutp 2607:f293:0006:a016:0000:0000:0d06:f1a5 2] 0
7 audit.offpre.mutp 2607:f293:0005:115b:0000:0000:0cae:7c13 9 0
8  artrmutp 2607:f295:0006:a077:0000:0000:0d49:1bd7 8 0
8  artrmutp 2a02:27b0:4a01:9330:a148:3M3:52b1:fi55 3 0
10 procurement.rmutp  103.40.201.65 o 0

= - = Y & s
AN 21 Username VIQﬂLﬁEJﬂL%WQL’JUi‘dM

Tuynuesuleddanmi 22 auwiuindiivled audit.offpre.rmutp Insidngssuulagd Password findia 187 A3
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Top 8 Fail - Site

# Site - WrongPwd -

1 audit.offpre.rmutp
2 ppd.offpre.rmutp

3 interoffpre.rmutp

4 procurement.rmutp
o aritrmutp

6 regis.rmutp

7 competency.rmutp

8 info.arit. rmutp

187

176

149

123

108

103

101

2}

WrongUser =

22
23
18
112
66
73
93

68

a < fa v 1o &
A 22 emsiuledndngssuulaidusa

P < sal v o = ] s .
Lll'e]ﬂaﬂLaaﬂL’]UVL‘UGW]W@Qﬂqimiﬁsﬂa@‘Uﬂ\?ﬂ’]W'ﬂ 23 Q%LWU'J']L’JUI‘UW audlt.offpre.rmutp

a ¥ 1o & A
llﬂ’ﬁL‘lJ']Qi%UU‘lllaﬂLiﬂ‘l’lﬁ]']ﬂ‘ﬂa']ﬂ IP aegnany Username



audit.offpre.rmutp

# LoginIP = Username - WrongPwd - WrongUser =  Success -+
1 2607:1298:0005:104b:0000:0000:035e:4b1b  admin 10 0 0
2 2607:1298:0006:a2016:0000:0000:0d06:T11a5  admin 9 0 0
3 2607:1298:0005:115b:0000:0000:0cae7c13  admin 9 0 0
4 81.61.23.152 admin 2 0 0
5 103.194.128.25 admin 2 0 0
6 2404:e800:2601:0686:30ec 99%9e:fTD:9332 admin 2 0 0
7 81.154.84.183 admin 2 0 0
B 2605:¢000:3d02:6a00:9848:03ca:3c6a:93ca  admin 2 0 0
9 117.248.187.221 admin 2 0 0
10 103.238.1566 admin 2 0 0

awidi 23 dledfidengnididszuulag IP Tn Username oxlstng



